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McAfee Web Gateway

BesonacHocTb. O6MeH MHopMaLumein 06 yrposax. beicTpoaencTeume.

CoBpeMeHHbIV VIHTEpHET AaeT OpraHv3auysM HaMHOro 60/1bLLe BO3MOXHOCTEN, Yem
npexze. CoBpeMeHHble BEO-TEXHOIOTUM MO3BOAAKT ANHAMNYECKU B3aUMOAENCTBOBATL

C MO/Ib30BaTENAMN B peaibHOM BpeMeHy. Ho Moib30BaTbCA VIHTEPHETOM CEeroAHs CTano
onacHee, yeMm npexze. CrerneHb M30LLPEHHOCTU NHTePHET-aTak PacTeT 130 AHA B AeHb.
McAfee® Web Gateway npeAcTaBaseT COO0M KPUTNHECKI BaxXHOe CPeACTBO 3aLLMThI,
MO3BO/IAKOLLIEee 06€30MacTh NF0OYH OPraHV3aLio OT HOBEWILLIMX YTPO3, UCXOAALLIAX

OT BpeoHOCHOro MO. Peanv3oBaHHbIV B HEM MepesoBOV MOAXOA K 0beCrneyeHnto
6e30MacHOCTY, COYETaOLLMIA B Cebe TLLaTeIbHbIN NI0KaNbHbIA aHANN3 HaMepeHuii

1 0BMaUHYHO 3aLLUMTY Ha OCHOBeE TexHooru McAfee Labs, faeT opraHv3aLaM BO3MOXHOCTb

3HaAYNTE/IbHO COKPATNTb YPOBEHb PNCKa obecneunTb cebe 6e30MacHbIN AOCTYyI B MHTepHeT.

Yewm bonblLUe NCNoNb3yeTcd VIHTepHET, YeM CioxHee
OH CTaHOBWTCS, TeM OCTPee OLLYyLLIAeTCa MOTPebHOCTb
B COBPEMEHHbIX CPeACTBax Beb-3allmThbl. ECv canT
NPOW3BOANT BrieyaTneHe «6e30MacHOro», 3To He
3HAUUT, UTO OH HEe MOXEeT CTaTb 0OBbLEKTOM aTaky

1 ObITb NMPeBPaLLEeH B UHCTPYMEHT pacnpoCTpaHeHns
BpeLOoHOCHOrOo [M10. B cnoxyBLIECH Ha CeroAHALLIHNN
[eHb CUTYaLMn y>Xe HeZOCTaTOYHO NPOCTO
ON0KNPOBATL N3BECTHbIE BUPYChl UM OrPaHNYMBaTb
[OCTYNM K «3aBeJ0MO MIOXUM» BeO-CanTam. Takume
MeTO/bl pearvpoBaHNSa Ha yrpo3bl 6€30MacHOCTY,

KakK aHTVBVPYCHasA 3aLlmTa C NCMOb30BaHNeEM
CUTHaTYp U GrnbTpoBaHe URL-aapecoB TOMbKO MO

McAfee Web Gateway

KaTeropusam, XoTb U SBAAOTCS HEOHXOAMMbBIMU, OHAKO
HeOCTaTOYHbIMY ANS 3aLLMTHI 10CTYMNA K 061aUHbIM
NPUNOXEHNSM U A1t 60pbObl C COBPeMeHHbIMN
CpeAcTBaMM UCMONb30BaHUS YA3BUMOCTEN.

B 11X 0CHOBE NeXNT MHGOPMaLIMA 06 yXe N3BeCTHOM
COAEPXMMOM, Y>Ke V3BECTHbBIX BPEeLOHOCHbLIX 0ObeKTax

N NCnonHAeMbIX Gainax, Mo3TOMY 3T/ MeTOAb! He

B COCTOSHMM HU NPeAOoTBPaLLaTe COBPEMEHHbIE aTaku,
CKpblBaroLLVe BPeJOHOCHBIN KO BHYTPY, Ka3anock Obl,
HagexHoro Tpaduka HTTP nan HTTPS, Hu 3alwmaTs

OT HEeWN3BECTHbLIX 1 HOBENLLINX yrpo3. CeroaHs kparnHe
BaXHO VIMeTb BO3MOXHOCTb 0becrneyBaTe 6€30MacHbI

U McAfee

Together is power.

McAfee Web Gateway

= [IpegnaraeTcs B BUAE Pa3HbIX
MoZenei annapaTHbIX YCTPOMCTB
1 B BUJE BUPTYabHOM MaLUVHbI
c noaaepxkon VMware
1 Microsoft Hyper-V.

= IHTerpmpyeTcs Co CMeXHbIMMN
peweHunsamn McAfee, Takumm Kak
McAfee Endpoint Security, McAfee
Advanced Threat Defense n McAfee
Threat Intelligence Exchange.

= CepTndMLMPOBAH B COOTBETCTBUM
co cTaHgapTamu Common Criteria
ypoBHs EAL2+ n FIPS 140-2
YPOBHS 2.

= [ToaAep>Kka pasHbIX BapuaHTOB
XpaHeHns Kntyei LnppoBaHus,
B TOM YMCJie annapaTHbIX MOAynen
6e3onacHocTn Gemalto SafeNet
1 Thales nShield, a Takxxe nnat
Thales PCle.

= [IPOAYKT MPU3HAH Ny4LLVM
peLleHVeM A1 3aLNTbl OT
BPeAOHOCHbIX MPOrpamMMm cpeau
6e30macHbIX Be6-LL/HO308B
(AV-TEST).

MoanwncaTtbcsa
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https://securingtomorrow.mcafee.com/
https://twitter.com/mcafee_business
https://www.linkedin.com/company/mcafee/
http://www.facebook.com/mcafee
http://www.youtube.com/mcafee
http://www.slideshare.net/mcafee
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v leTaNbHO HacTpanBaeMblil A0CTYN K 061a4HbIM
MNPUNOXEHNAM U MPY 3TOM ObITb B COCTOSAHNM
610KMPOBaThb HeN3BECTHbIE U M3BECTHbIE Yrpo3bl
B yNpexatoLLeM pexmme.

KomnnekcHas 3aLiMTa BXOAALLEro
M ucxogsauero Tpapuka

AnnapaTHO-NporpaMMHas apxuTtekTypa McAfee

Web Gateway, 0TIMYaOLIAACS BbICOKVIM YPOBHEM
BbICTPOAENCTBIS, 0becneynBaeT KOMMAEKCHYH

1 BCECTOPOHHHIOK 3aLUMTY Beb-Tpaduka. MNpn 0bpaboTke
Beb-3anpocoB nonb3osatenein McAfee Web Gateway
CHayana NpoBepsaeT X Ha COOTBETCTBME MPUHSTHIM

B OpraHv3aunm NpaBmaam 1Ncnonb3oBaHua MIHTepHeTa.
3aTeM C MOMOLLBHO TOKabHbIX 1 FN06aNbHbIX
TEXHONOrMA BEIMOMHAETCS aHaAMU3 paspeLleHHbIX

K MPOCMOTPY Be6-CTPaHUL, C Lie1bro MPOBEPKM KaK 11X
COAEPXMMOrO, Tak 1 HaxOAALLErOCsH B HUX aKTVBHOIO
koza, bnarofapsa Yemy obecrneumBaeTca HemeaneHHas
3aly1Ta OT BPeAOHOCHbIX MPOrpamMm 1 Apyriix CKpbIThIX
yrpo3. OAHako B OTANuUME OT 6a30BbIX METOA0B MPOBEPKN
nakeToB ycTponcTeo McAfee Web Gateway cnocobHo
OCYLLECTBAATL NpoBepky Tpaduka SSL (Secure Sockets
Layer), obecneurBasn TeM CaMbIM MYyOVHHYHO 3aLLUTY

OT BPeA0OHOCHOTrO KoAa 1 HeAOMYCTUMBIX MPUAOXEHWI,
3aMack/POBaHHbIX C MOMOLLIbHO LUNGPOBaHMS.

Bnarofaps 3alymte BxoadLLero Tpadurika CHMXarTcs
Takxe YPOBHM PUCKa B TeX OpraHn3aLmngx, Ha cepsepax
KOTOPbIX pasMellieHbl Be6-CalThl, MpUHMMaroLLne
AAHHbIE U AOKYMEHTbI 13 BHELUHMX UCTOYHNKOB.

B Takom cnyyae McAfee Web Gateway B pexume
06paTHOro NPOKCMPOBAHMA CKaHVPYeT BCe NoyYaeMoe
COAEPXMMOE eLLe 0 ero 3arpy3ku Ha cepsep,

McAfee Web Gateway

YTO NMO3BOAAET 06ecneunTb 6e30MacHOCTb Kak
cepBepa, Tak 1 COAEPXMMOro.

[na obecneyeHna 6€30MNacHOCTY UCXOAALLErO
Tpaduka B McAfee Web Gateway ncnonb3syertcs
nepegosas TexHonorva McAfee ana npefoTBPaLLeHNs
yTeUKM AaHHbIX, MO3BONSHOLLAA CKaHUPOBaTb
reHepripyembll Mob30BaTeIeM KOHTEHT Mo BCEM
OCHOBHbIM Beb-npoTokonam: HTTP, HTTPS, FTP u ap.
Kpowme Toro, oHa 3auimiiaeT OpraHm3aumnio oT yTeuky
KOHQUAEHUMNANBHOW, BaXHOW 1 pernaMeHTUpoOBaHHON
NHGOPMaLIW, MOKMAALOLLEN MPeAebl OpraHmu3aunn
yepes CaliTbl COLMaNbHbIX ceTer, 6aoru, BUKU-
pecypchbl U 0pUCHbIE BEH-NPUNOXKEHNUS: BEO-

MoYTy, OpraHarsepsl, kaneHaapu 1 T. n. [MNoMmMmMo
sToro, McAfee Web Gateway npegoTspatiaer

CNyYan HeCaHKLMOHMPOBAHHOMO BbIBOAA AAHHbIX 3a
npesenbl OpraHy3aLnmn yepes «3apaxeHHbole H0TOM»
KOMMbIOTEPbI, MbITAKLLMECH CBA3ATHCS C y3naMu 60T-
ceTu UK NepefaTb KOHOVAEHUMANbHbIE AaHHble.

McAfee Web Gateway — nyJwee us
VMeLWLUXCA B OTPaC/IN CpeACcTB 3alunThl

B 3TOM CpeacTBe BEO-3aLMThl, 3aHMMaKOLLEM MepBoe
MeCTO' MO MoKa3aTeNsam 3aLlLnTbl OT BPeAOHOCHbIX
NporpamMm, Peann3oBaH 3anaTeHToOBaHHbI
HeCcCcUrHaTypHbIA MeTOZ aHanm3a HamepeH

C MOMOLLBI0 aHTUBUPYCHOTO sapa McAfee Gateway
Anti-Malware Engine. ®yHKUMS yNpexXaaroLLero
aHanv3a HaMepeHuii B pexurMe peasbHoro

BpeMeHV npoBepsaeT Beb-Tpadurk Ha Hannumne paHee
He BCTpeYaBLLerocs BpesLOHOCHOro KOHTeHTa

N OTQUNBTPOBBIBAET 3TU YTPO3bl «HYNIEBOTO AHAY.
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CKaHNPYA aKTUBHOE COAEPXMMOe BED-CTPaHULbI,
NPOBOAA SMYNALNIO U aHANMU3 ero NoBeaeHNs

M MPOrHO3MPYS ero AanbHenwune aencTeus, McAfee
Web Gateway NpenaTcTByeT 40CTaBKke Ha KOHeuHble
TOYKM BPeAOHOCHBIX MPOrPamMM «HYNEeBOrO AHA» U TeM
CaMbIM CMOCOOCTBYET Pe3KOMY COKPALLEHWIO PacxooB
Ha 0YMCTKY 1 BOCCTAHOB/IEHVE CUCTEM.

Takol aHann3 B coueTaHun C aHTuBK1pycom McAfee

1 paspaboTaHHbIMN B McAfee Labs TexHonoramu
rnobanbLHOro coopa MHGopMayy o penyTaumm aaet
HaM BO3MOXHOCTb ObICTPO HNOKMPOBATL V3BECTHOE
BpeAoHOoCHOe [0 1 13BeCTHble BPeOHOCHbIE CanThl.
lcnonb30BaHye 60NbLLIOMO YUCA Pa3HbIX TEXHONOM A
naet McAfee Web Gateway BO3MOXHOCTb 0becneynBaTb

601ee BbICOKMI ypOBEHb 3aLLMThI, ONTUMMN3MPYS CUCTEMY

6e30MacHOCTV Ha eanHOW Nathopme C MOMOLLBHO
Pa3NIMYHbBIX 1 BMECTe C TeM AOMNONHAOLLNX APy
ApYyra TeXHONOr M. IMeHHO 3TOro TpebyoT MHOrVe
OopraHu3aLmm Ang peanvsaumm CBoux cTpaTerum
MHOTOC/IOMHOM 3aLLUMTHI.

= AHTUBMpPYC McAfee B pexxume peanbHOro
BpeMeHV aHanusupyowmin penytauuto painos
c nomowbio McAfee Global Threat Intelligence
(McAfee GTI). BO3MOXHOCTb NMPOBEPKM penyTaLmm
GalifoB C NOMOLLBIO 06/1aYHON TEXHONOT NN
McAfee GTI no3BONAET MNMKBUAMPOBATL BPEMEHHOM
Pa3pbiB MEXAY MOMEHTOM OOHapyXeHUA B1pyCa
N MOMEHTOM OOHOBNEHWSA/3ALLNTI CUCTEMBI.

= AHanus penyTauum Be6-caToB N NX
KaTeropmusauus c nomoubio McAfee GTI. McAfee
Web Gateway nmeeT dyHKUMN BEO-OUNBTPaLUL 1 BED-
3alUTbI, B KOTOPbLIX UCMONb3YETCS 3OGekTUBHOE
McAfee Web Gateway

coYeTaHme MeTo0B GUNLTPALIM Kak Ha OCHOBE
peryTaumn, Tak 1 Ha OCHOBe kaTeropui. CHayana Ha
OCHOBE COTEH Pas/iNyHbIX aTPUOYTOB, MONYHAEMbBIX
nabopatopuielt McAfee Labs ¢ mOMOLLIbHO CPeACTB
MaCCOBOrO CHOpa AaHHbLIX MO BCEMY MUPY, C1yX0a
McAfee GTI co3naeT nepeyeHb BCEX UHTEPHET-
0OBEeKTOB (BeH-CaNTOB, aAPeCOB 3NEKTPOHHOW MOYThI
1 IP-aZpecoB). 3aTeM OHa NprcBanBaeT KaxaoMy
00BbEeKTY MoKa3aTenb penyTaumy, OTPaXatoLLmi TOT
YPOBEHb PU1CKa, KOTOPLIV NPeACTaBAAeT AaHHbI
06BEKT. ITO AAeT aAMNHNCTPATOPAM BO3MOXHOCTb
CO3zaBaTb AeTaNlbHO HaCcTpauBaeMble NpaBuia AN
onpeaeneHs Toro, 4To A0MNyckaTb, @ YTO OTK/IOHAT.

= [eorpaduueckoe mecToHaxoxaeHume. McAfee Web
Gateway Bk/toYaeT B cebst GyHKLMIO onpeaeneHus
reorpadryeckoro NoAOXeHVs, MO3BONAOLLLYHO
oTCIeXMBaATb reorpacl)mueCKme AaHHbIE
(HanpuMep, 0 CTpaHe NPOUCXOXAeHVs Beb-Tpaduika
N MeCTOHaXoXAeHNA I'IO}'Ib3OBaTel'IF|) 1 MCMOJIb30BaTb
2T AaHHbBIE B yrpaBeHW NOTNTUKaAMW.

[pn MCMONB30BAHMM KaK KaTeropwui, Tak 1 nokasatenei
penyTauny Beb-CanToB y OpraHn3aunii C HefJaBHero
BpeMeHV NoABKUIaCk BO3MOXHOCTb BbIOVPaTh, MO Kakow
6a3e AaHHbIX OCYLLEeCTBAATL MOWCK: MO NOKaNbLHOW NAn
Nno 06/1a4HON. MOXHO Takxe coBMellaTb 06a BapuaHTa.
Mownck mo ob6n1a4vHom base JaHHbIX JaeT BO3MOXHOCTb
1N36aBUTLCA OT MEPUOAOB HE3ALLMLLIEHHOCTN MEXAY
MOMEHTOM 0B6HapYXeHWNs Yyrpo3bl UK U3MEHEeHWS

N MOMEHTOM OOHOBAEHNS c1CTeMbl. Kpome TOro,

OH OT/INYaETCA 0COOOM LMPOTON OXBATa, MOCKONBKY
npefoCcTaBAseT A40CTYM K AaHHbIM O COTHAX MUIIMOHOB
YHUKaNbHbIX 06Pa3L0B BPeAOHOCHbLIX MPOrpaMM.
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WNHTerpaumns c aHann30M C/I0XHbIX Yyrpos3

McAfee Web Gateway nHterpupyetca ¢ McAfee
Advanced Threat Defense — Hallel nepefoBOV
TEXHOJOrer 0bHaPYXeHMA BPEAOHOCHbIX MPOrpamM,
NpeacTaBASHOLLEN CODOW CoOYeTaHe HaCcTpaviBaeMom
M30N1MPOBaHHON Cpe/ibl («MeCOYHULbI») C MEXaHV3MOM
FNyHOKOro CTaTUYeckoro aHanm3a koga. McAfee
Advanced Threat Defense B coueTaHnu C QyHKUUAMY
NINHEHOr0 CKaHMPOBaHKS, 3a KoTopble B McAfee Web
Gateway O0TBeYaeT aHTUBUPYCHBIN MOAyb Gateway Anti-
Malware Engine, N03BOASET NONYYUTL CamOe HaZexXHoe
13 UMEOLLMXCA Ha PbIHKE CPeACTB 3allWThl OT Yrpo3
6e30MacHOCTV, pacnpOCTPaHAEMbIX MOCPEACTBOM
NHTepHeTa. OpraHnsaunm, KoTopbiM TpebyeTcd MeHee
3aTPaTHbINA, YNPOLLEeHHbI BapuaHT pelleHus Angd
aHaNM3a CNOXHBIX YrpO3, MOryT MPOBECTU NHTErpaLmto
co cnyx6or McAfee Cloud Threat Detection — o61a4Ho
«MecoYHILIE» C LienblM PSAOM AOMONHUTENBHBIX
YPOBHeW aHanmn3a yrpo3 6e30mnacHoOCTL.

O6meH nHpopmaumein 06 yrposax

Ha cerogHaWwHWM aeHb MHOrve CpeacTBa 3allnThl
paboTatoT M30NMPOBAHHO APYT OT APyra 1 He
npeAHasHadeHbl Ang obMeHa nHGopmalveit 06 yrposax,
XOTS Takast MHGOPMaLA MOXET ObITb MPeAoCcTaBieHa
CpeACcTBaMM 3aLLMThI KOHEYHbIX TOYeK U CeTel,
C1CTeMor ynpasnenHus nHdopmaumert o 6e3onacHoCcTu
1N cobbITUAMK 6e3onacHocTy (SIEM), Wwao3om 1 T. 4.
O6bMeH nHpopmMaumer 06 yrpo3ax Nno3BoAgeT NoBbICUTH
YPOBEHb 3aLUXTHI OT Yrpo3, Nyylle BbIABNAT C1y4au
HapyLleHns 6e30MacHOCTU 1 ONTUMU3MPOBATL MPOLeCC
pearnpoBaHua Ha NHUMAEHTLI NyTeM 3QGEeKTNBHOMO
BOCCTAHOBMEHMS B3/IOMaHHbIX cucteM. PelleHust McAfee,

McAfee Web Gateway

B TOM 4ncie McAfee Web Gateway, 0bMeHVBatOTCA

APYT C ApYyrom MHGOpMaumern 06 yrpo3ax C MOMOLLbH
cnctembl McAfee Threat Intelligence Exchange. Ponb
McAfee Web Gateway B 35TOM npoLecce O4eHb Bevika:
CO3zaBad 1 paccbiiad MHGOPMAaLMIKO O penyTaLmm
darnoB BpeaoHOCHOrO MO «HyNneBOro AHs»,
06HapyX1BaeMbIX C MOMOLLbFO aHTUBVPYCHOMRO MOAYNS
Gateway Anti-Malware Engine, pelueHne faeT, HanpuMep,
BO3MOXHOCTb 0becneyrnBaTh 3aLLnTy YCTPOCTB

B KOHEUHbIX TOYKax, He 0XWAAACh BbiMycka HOBOro DAT-
barna. A nHpopmaLma 06 yrposax, npeocTaBaseMas
cnctemont McAfee Threat Intelligence Exchange, aaet
McAfee Web Gateway BO3SMOXHOCTb O10KMPOBaTh ellle
60/bLUE Yrpo3 6e30MacHOCTU.

C6op nHbopmaumm n obecneyeHme 3aLlmnTbl
BHYTpM 3aumédpoBaHHOro Tpadpuka

C HeflaBHero BpeMeHy B KayecTBe 1a3eriky,
MO3BONAKOLLEN MPOHMKATL CKBO3b 3alLWTHbIE Bapbepsb
KOMMAHNR, N30LLPEHHbIE KNOEPNPecTyNHUKM Hauau
ncnone3osatb Tpadunk SSL (HTTPS 1 HTTP/2). Miporusa
3aK/II0YaETCA B TOM, YTO CO3JaHHbIN ANA 0becneyeHns
6e30MacHOCTY MPOTOKO/ TOXE MPUXOANTCA MPOBEPATH
Ha HafaexXHocTb. McAfee Web Gateway BkaroyaeT B cebs
OYHKLMM OOHapYXeHVA BPeLOHOCHbIX MPOrpamMw,
nposepky SSL 1 NpoBepky CepTUGUKaTOB, KOTOPble
MO3BONAKOT KOMMIEKCHO MOAOMTY K 3aZia4e MPOBEPKM
3aWndpoBaHHOro Tpadrika.

OAHaKo AOMONMHNTENBHOrO 060PYAOBaHNA 414
CKaHMpoBaHWs SSL NprobpeTaTth He TpebyeTcs:
apxutekTypa McAfee Web Gateway obecneunsaet
BbIMOJHEHME BCEX 33434 C MOMOLLbK OAHOrO-
e[JMIHCTBEHHOrO anmnapaTHOro Wan BUPTYabHOIO



NNCT AAHHBIX

ycTponcTBa. McAfee Web Gateway HenocpeACTBEHHO
CKaHnpyeT BeCb SSL-Tpaduk, UTo No3BodeT obecneynTs
6e30MacHOCTb, UeN0CTHOCTb W KOHOUAEHUMANBHOCTE
3aLUNPPOBaHHBIX TPaH3aKLMIA.

Opranusaunn, xenaroLe obecneynTs 6onee rybokyro
nNpoBepKy Tpaduka SSL, MOryT HaNpaBWTb BECb MOTOK
(N1 OTAENBHBIE MOTOKW) PacllndpOBLIBAEMOrO Tpaduka
Ha umMetoLnca B McAfee Web Gateway nHTepdenc
otseTBneHNs SSL (SSL TAP). 3Ta nporpammHasn GyHKLMS
MO3BOIAET OTNPABAATL MOHOE UV YaCTUHHOe
3epkano paclumndpoBaHHoro Tpadrika SSL Ha 0bpaboTky
LOMONHNTENBHBIMM 3aLLATHBEIMU PELUEHUAMU, TaKUMU
Kak c1cTemMbl NpefoTBpaLleHust BTopxXeHn (IPS) n
ceTeBble CUCTEMbI NPeoTBPaLLeHVA yTedek AaHHbIX.

MNpepoTBpaLieHMe yTeukn faHHbIX

McAfee Web Gateway 3alUumLLaeT opraHu3aumm ot
Yrpo3, CBA3aHHBIX C CXOAALLMM TpadrKoM, HanpumMep,
OT yTeYKW KOHPUAEHUMANBHON MHOPMaLN. TO
[OCTUraeTcsa NyTeM CKaHMPOBaHWA COAePXMMOro
ncxoaaLero Tpadrika no BCeM OCHOBHbIM

ceTeBbIM MPOTOKOMaM, BKIKOUad SSL. Tem cambim
McAfee Web Gateway npeBpaLLaeTcst B MOLLHBbIN
MHCTPYMEHT, MO3BONAOLLMA MPeA0TBPaALLATb YTeuKH
NHTENNeKTYanbHOM COBCTBEHHOCTY, 0becneynsaThb
1 LOKYMEHTNPOBaTb HOPMaTUBHO-MPaBOBOE
COOTBETCTBME U COOMPaTh AaHHbIE, HEOOXOAMMbIE
AN5 MPOBeEHUA KOMMbIOTEPHO-TEXHHECKIX
3KCMepTU3 B C/ly4ae HapyLUeHnin 6e30nacHOCTU.
lcnonb3ys BO3MOXHOCTU pelleHna McAfee Data
Loss Prevention (McAfee DLP), McAfee Web Gateway
noAAepxviBaeT BCTPOeHHbIe roToBble DLP-cnosapu

McAfee Web Gateway

V1 aeT BO3MOXHOCTb CO34aBaTb NONb30BaTeNbCKME
CNoBapw NyTEM HaXOXAEHWA KIHOUEBbIX CI0B 1 (M)
MCNONb30BaHMA PerynspHbIX BblPaXeHWA.

BcTpoeHHble GyHKUMW LWPpOBaHNS GaliioB MO3BOMAT
3alNTUTb OT HECAHKLMOHMPOBAHHOIO A0CTYNA

[aHHbIE, 3arpyxaemMble B 006/1a4HbIe XPaHMLLA
(bannoobmMeHHble CanTbl 1 CaiTbl 419 COBMECTHOW
paboThbl), eCIM OpraH3aLg NoMb3yeTcsa Tak M
cepBucamu. [onb30BaTeNy He MOryT NoayYaTh U
npocMaTtprBaTh AaHHble B 06xoa McAfee Web Gateway.

3awmTa Nosb30BaTesNieid, HaXoAALLMXCA 3a
npegenamu cetu

YunTblBas TOT GaKT, YTO YPOBEHb pacnpeieneHHoCTH

1 MOBMNBHOCTY MepCcoHana BO3pacTaeT AeHb OTO AHS,
BCe DOMBLUYHO BaXXHOCTb NMPMOOPEeTaroT peLleHns A4
dbnnbTpaunn BeH-CoaepXIMOro 1 3aLThl OT UHTEpHET-
Yrpo3, MO3BONSIOLLME aBTOMATNHECKN MepPeKkIo4aTsCS
Mexay OOUCHBIM U MOBUBHBIM pexunMamu paboThl.
McAfee Client Proxy (@areHT KnveHTa, 3alnLeHHbI

OT HeCaHKLVOHPOBAHHOMO BMeLLaTe1bCTBa)

[,aeT MOBONbHBIM MOB30BaTENAM BO3MOXHOCTb
aBTOMaTNYECKM MPOXOANTL MPOBEPKY MOAIMHHOCTN

N MepeHanpaBAseT UX K 10 Ha NokaNnbHbl McAfee
Web Gateway, pacrnonoxeHHbIV B AeMUTNTAPU30BaHHOM
30He, 60 B cnyxby McAfee Web Gateway Cloud
Service. 9T0 NO3BONFET MPUHYANTENBHO MPUMEHATH

K MOOWABHBIM U YAANEeHHbIM MOAb30BaTENAM MOANTUKM
L0CTyNa B VIHTEPHET 1 MPOBOANTE MOMHYH MPOBEPKY
Ha Hanuue yrpos, Aaxe ecav Nofib30BaTeNn BXOAAT

B VIHTepHeT Yepes NyoAnNYHbI MopTas, Hanpumep,

B Kade, B rOCTUHMLE AN B MHOW TouUke AocTyna K WiFi.
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Kpome Toro, McAfee Web Gateway faeT KOMAaHVAM
BO3MOXHOCTb BKIHOYNTE MOOU/BHbIE YCTPOKCTBA

B Chepy AeliCTBMA KOPNOPATUBHbBIX MOAUTYK
6e30MacHOCTV NyTeM HanpaBneHus Beb-Tpadrika

B McAfee Web Gateway. bnarogaps HalyM napTHepam
AirWatch 1 Mobilelron, pa3zpabatbsiBatoLimm CpeacTBa
ynpaBaeHus MobUAbHbIMU ycTponcTBamy, McAfee Web
Gateway obecneuyBaeT 3aLMTy MOBUIBHBIX YCTPOWCTB
Ha 6a3e Apple iOS n Google Android ¢ nomoubto
nepesoBbIX TeXHONOMMIA 3aLLMTLI OT BPEAOHOCHbIX
NPOrpamMM 1 € MOMOLLLLHO KOPMOPAaTMBHBIX MOAUTYK
dunnsTpaumn Beb-Tpaduka.

McAfee Web Gateway npegoctaBnsiet
MaKCMManbHy cBo6oay AeNCTBUM

B McAfee Web Gateway ncnonsb3syercs
MHOTODYHKLMOHaNbHbBIA MOAYb CO34aHNS

Y NpPYIMEHEHMA NOANTVIK Ha OCHOBE NPaBuif,
NpeAoCTaBAAOLLMI 6ONbLIYIO CBOOOAY AEUCTBUNA.

Ans onTMmM3aumMm Npouecca cosfianHua noantuk McAfee
Web Gateway npegnaraet o6LVPHY brbamoTeky
FOTOBLIX MPaBWJ, COAEPXALLMX BCE TUMNYHbBIE MepbI

no peanvsaumm noanTuk. OpraHmsaynm MoryT
BbIOMPATh 13 HAboPpa pPasNUUHbIX MPaBWI, NErko nNx
N3MEHATb U AENUTHCS COBCTBEHHBIMY MPaBUIaMK

C ApYrMK NONb30BaTeNSAMN B PaMKax HaLLero
MHTEpHeT-coobulecTBa. Kpome Toro, yHuKanbHoe
CoYeTaHue KpUTepreB NPaBMa Ha OCHOBE KOHTEKCTa

M CANCKOB 00LLero AoCTyna NpeAoCTaBaaeT OnbITHbIM
AAMVHNCTPATOPaM HEOrpPaHNYeHHbIE BO3MOXHOCTI AN4
peLleHnsd Npobaem 1 ONTUMN3ALNN HTEPHET-3aLLNTHI.
BO3MOXHOCTb MHTEPakTUBHOW TPaCCMPOBKM MPaBun
ynpoLyaeT NpoLecc OTNaAKM Npasu.

McAfee Web Gateway

McAfee Web Gateway No3B0O/SET KOHTPOIMPOBAaTb
He TONbKO IOKaNbHO Pa3BEPHYTbIe, HO U 06NaYHble
NPUIOXKEHNS: ero NpoKCcU-cepsep obecneynsaeT
AeTaNbHbIA KOHTPO/b 3a NCMOb30BaHVeM Beb-
NpUAoXeHnn. OpraHn3ay v MOryT UCMOb30BaTb
ThICAYN CPeACTB KOHTPOSA 3a 061aUHbIMN BEO-
NPUIOXKXEHNAMN, NP HEOOXOAVMOCTI aKTUBUPYA
v 6NOKUPYSA OTAENbHbIE QYHKLMM 1 OCYLLIECTBNAA
KOHTPO/b Haj TeM, KTO 1 Kak UCMONb3yeT Beb-
NPUAOXEHNS. Bbl XOTUTe paspellnTb A0CTyn kK Dropbox,
HO 3anpeTnTb BbIrpyXaTb Gparnbsl? 3anpocTo!

MPVHLMA TMHBKOCTY 1 KOHTPONA PACMPOCTPaHAETCA
TakXe Ha ayTeHTNPUKALMIO NONb30BaTeNel U X Npasa
fnoctyna. McAfee Web Gateway nogaepxusaeT 60MbLL0e
KOMIMYECTBO CNOCO60B ayTeHTUOMKaLmY, BkaoYad NTLM
(NT LAN Manager), RADIUS (Remote Authentication Dial
In User Service), AD (Active Directory)/LDAP (Lightweight
Directory Access Protocol), eDirectory, ayTeHTudrKaumo
C MCMONb30BaHeM Garnos cookie, Kerberos

N ayTEHTVOMKALNIO C UCMONb30BaHMEM NOKabHOM H6a3bl
nosnb3oBateneit. Vicnone3syemsii B McAfee Web Gateway
MEXaHW13M ayTeHTUOMKaLML AaeT aAMUHUCTPaTopam
H0/bLLUYHO CBOOOAY BbIOOPA NpY CO3AaHNN NPaBW,
MO3BO/AS, HAaNPYMeD, MCNOAb30BaTh HECKOBKO

PasHbIX CNOCOOOB ayTeHTMOMKALMN. Tak, HanprmMep,
McAfee Web Gateway MOXeT NOMbITaTbCA BbIMONHNTb
aBTOMATUYECKYHO ayTEHTNPUKALMIO 1 B 3aBUCMOCTU OT
MOyYEeHHOro pesyasTaTta 3anpoCcUTh Y MO1b30BaTeNd
PErncTpaLroHHbIe AaHHbIE, UCMONb30BaTh APYro
CNoCo6 ayTeHTNPUKALMN, MPUMEHUTE MOMNTYKY
OrpaHNYeHNsa UM NPOCTO OTKa3aTk B 4OCTYne.
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JononHuTenebHbI KoMnoHeHT McAfee Web Gateway
|dentity BkNtoYaeT B Ceba COeANHUTENbHbBIE MOAYNV
(KOHHEKTOpbI) A9 OCYLLECTBAEHVA e/ 1HOro

Bxoza (single sign-on — SSO) B COTHW MOMYNAPHbIX
obnauHbIX NpunoxeHnin. McAfee Web Gateway

|dentity AaeT BO3MOXHOCTb MOBbLICUTL YPOBEHb

CBOEW 6e30MacHOCTM 1 COKPATUTL YMCI0 3BOHKOB

B C/Iy>X0Yy NoAAepXKM C MPOCHOOM CMEHUTL NapOb:
Mo/Ib30BaTeNV MOJYHaAOT B CBOE PACropsxXeHne

0Cobyto MaHenb SSO, NO3BONSHOLLYH MONyYaTb AOCTYN

K CAHKUMOHMPOBAHHbLIM 06/1a4HBIM MPUIOXEHUAM OAHVIM
LLEeNYKOM MbILLW. [ToaaepkKa COeANHNTENbHbBIX MOAYEN
Ana 3anpocoB HTTP POST (camoamarHocTvka nocse
BKJIKOUEHNA) U A3blka SAML (93bIK pa3meTkn feknapaumm
6e30MacHOCTM) MO3BONSET OXBATUTb LUMPOKUI A1Mana3oH
NPUNOXEHNI. Hannyne coeanHUTENBHBIX MOAYNeN ANS
NHULMANM3aLMM YUETHBIX 3anncer 4aeT CUCTEMHbBIM
ALAMVHUCTPATOPaM BO3MOXHOCTb CO34aBaTh M YAaNsaTb
yYeTHbIe 3aMn1cy Nob30BaTeNen B OTAEIbHbIX Saas-
NpunoxeHnsx (Software-as-a-Service).

Bnarosaps BCTpOEHHOM NOAAEPXKE MPOKCM-CEPBEPOB
noTokoBow nepesayn McAfee Web Gateway nossonget
TakXe KOHTPOMPOBATb AOCTYM K MOTOKOBOMY
KOHTEHTY, YTO BeZeT K YMEHbLUEH IO Harpy3ky Ha
MPOMYCKHOW KaHan 1 COKPALLEHIO BPEMEHN 3a4epXKU.
MoxeT ObITb MPUMEHEH AOMONHNTENBHbLIN KOHTPOb
MPOMYCKHOW CMOCOBHOCTY C LieNTbro MPUHYANTENBHON
YCTaHOBKW MUHNMAbHbBIX 1 MaKCMManbHbIX

3HaYeHWN, a Takxe NPropuTU3aLL ONpeaeneHHbIX
KNaccoB Tpadyika, YTO MO3BONAET OPraHM3aLMAM
ONTVMMN3NPOBATL NCMOb30BaHKE JOCTYMHBLIX PeCypCoB
MONOCkI MPOMYCKaHW.

McAfee Web Gateway

Mbkasa NHPpacTpyKTypa v BbICOKUNA
ypoBeHb 6bicTpoaecTBUSA bnarogaps
McAfee Web Gateway

McAfee Web Gateway npeactaBaseT cob0 NPOKCA-
cepBep KOPNOPaTMBHOTO K1acca C BbICOKMM

YPOBHEM ObICTPOAEWCTBIS, Npeiaraemelil B B
MacCLITabnpyeMoro cemeiicTsa MoAenein annapaTHblx
YCTPOWCTB C UHTErpUPOBaHHOM GyHKLIVEN 0becneyeHNs
BbICOKOrO YPOBHS AOCTYMHOCTW, MOAAEPXKOW BapMaHTOB
BVIPTYanM3aumm 1 rmbpuagHOro passepToiBaHNA
nocpeactsom McAfee Web Gateway Cloud Service.
McAfee Web Gateway faeT opraHuaumam cBoboay
BbIOOPA BAPMAHTOB PA3BEPTEIBAHVIA 1 BBICOKMIA
YypOBeHb ObICTPOAENCTBIS, @ Takxe obecneynBaeT
MaCLITabnpyeMoCTb, MO3BOSHOLLYHO PaboTaThk C COTHAMM
ThICAY NMONb30BaTeNeln B 0O4HON-eAVHCTBEHHON Cpeje.

Bonee TOro, 371 BapuaHTbl Pa3BepTblBaHNA MOXHO
coyeTaTb Mexay coboi. Hanprmep, Becb Beb-

TPaduK MoNb30BaTeNeN, HAXOAALLUMXCH BHYTPY CETY
OpraHu3aLm, MOXHO HanpPaBAATb Ha JI0KabHO
Pa3BepHYTHIN L3, a BeO-Tpaduk BCeX NoNb30BaTenel,
HaXOAALLMXCA 3a Npeenamn ceTu, — B 001a4HYHO
CyXBYy: 3TO MO3BONNT KapAMHANBHO COKPaTNTL
PacxoAbl Ha 0bpaTHyto Nepeaady Tpadyika no KaHanam
MHOFOMPOTOKOIbHOM KOMMYTaLmn nakeTtos (MPLS)
VAW MO BUPTYanbHOM YactHow ceTn (VPN). Hannuune
3aBTOMATV3MPOBAHHbIX MPOLIECCOB CUHXPOHM3aLUN
NONINTUK U TEHEPVPOBAaHNA OTHETOB, KaCaroLLMXCH
FMOPUAHBIX (TOKaNbHBIX 1 06/1a4HBIX) Pa3BEePTbIBAHNN,
MOMOraeT ONTMMM3MPOBATL YNpPaBaeHNe, 0becneyunTs
ef)IHO0bPasHoe NPUMEHEHNEe MOUTHK U YNPOCTUTb
nopAs0K GOPMVPOBAHKA OTHETOB, OTCIEXMBAHIA
COBBITUI 1 paccneoBaHNa UHLMAEHTOB.
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McAfee Web Gateway npeanaraet 60nbLUoe
KOMYeCTBO MapameTpOB YCTaHOBKY — OT ABHOIO
yKa3aHua MpoKC1-cepBepa 0 BbIOOpa PeXnMOB
MPO3Pa4YHOro MoCTa 1 MapLupyTM3aTopa, —
MO3TOMY MOAAEPXKKA BaLLIe CETeBOW apXUTeKTypsl
rapaHTVMpoBaHa.

Bnarosaps noaaepxke 60bLIOro YMCNa CTaHAapToOB
nHTerpaynn McAfee Web Gateway naeansHo
nofonaeT Ang paboThl B 1H0OOM CETEBOM OKPYXEHUN.
McAfee Web Gateway 3ddeKkTUBHO B3aMOAeNCTBYeT

C APYrMU CETEBBIMM 1 3aLLNTHBIMY YCTPONCTBaM,
MCMONb3ys Lenblil pag pasHbIx npotokonos: Web Cache
Communication Protocol (WCCP), WebSocket, Socket
Secure (SOCKS), Internet Content Adaptation Protocol
(ICAP) n ap.

Kpome Toro, McAfee Web Gateway noaaepxusaeT
NPOTOKON IPV6, YTO MOMOTaeT KpyrHbIM OpraHmn3aLmnsam
n depepanbHbBIM BeAOMCTBaM 0becneynBaTb
COOTBETCTBVE HOPMATVBHO-MPABOBLIM TPEOOBAHNAM.
McAfee Web Gateway obecneymBaeT B3aMMOAeNCTBIE
MeXZY BHYTPEeHHVIMU ceTamn C IPv4 1 BHeLLHV MY
cetamu C IPV6 1 nprmeHsaeT K Tpaduky Bce AOCTYMHble
OYHKUMN 3aLLNTBI 1 CETEBOW MHQPACTPYKTYpPHI.

McAfee Web Gateway

EavHaa nnatdopma ans 6ygyLiero

McAfee Web Gateway o6beanHsieT B cebe bonbLIoe
KONMYEeCTBO Pa3HbIX CPEACTB 3aLLUMThI, YTO 1M30aBngeT Bac
OT HEOOXOAMMOCTY MPUOBPETaTh Lenblid PAs OTAENbHbBIX
NpoAyKTOB. EAMHaA annapaTHO-NporpaMMHag
apXUTeKTypa BKAOYaeT B cebd GyHKLMM GUABTPaLLMm
URL-afpecos, 3aLUMTbl OT BUPYCOB Vi BPEAOHOCHbIX
NPOrpamm «Hy1eBOro AHs», CkaHpoBaHWA SSL-Tpadrika
(Secure Sockets Layer), npeAoTBpaLLEHUA YTEUKU AaHHbBIX
M LLeHTPaNM30BaHHOrO yNpas/ieHns. YnpasneHume
LLTHO30M YHNOULIMPOBAHO AN5 BCEX BAPNAHTOB

€ro pasBepTbIBaHUA, T. €. OAHY U TY Xe MOAUTUKY

MOXHO MPVIMEHUTb U K OKa/IbHO Pa3BePHYThIM
annapaTHbeIM LWK03aM, W K KnacTepam annapaTtHbIX
LU/THO30B, U K BUPTYaNbHbIM LLIKO3aM, 1 K 061a4HOMN
cnyx6e. A oCyLLeCTBASETCA 3TO C MOMOLLBH OAHOW-
eIMHCTBEHHOW KOHCOMN YNPaBIeHNs.

YnpaBsneHue pyckamu 6e30nacHOCTU
N OTYETHOCTb

McAfee Web Gateway noaaepxuvBaeT NporpaMmmHoe
obecneuveHune McAfee ePolicy Orchestrator®
(McAfee ePO™) — NoNynapHYHO 1 MPU3HaAHHYHO
TEXHONOMNI0 YNPaBAEHNS CPeACTBaMM 3aLUNThI,
CNOCOBHY CNYXNTb eANHBIM NCTOYHKOM OTHETOB
no BCEM acrnekTam 6e30MacHoOCTH.
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MporpammHoe obecneyerHrie McAfee ePO ¢ MOMOLLHO
moayns McAfee Content Security Reporter nogzaepxuBaeT
reHeprpoBaH/e NoAPOOHBIX OTHYETOB O COCTOAHMY
Beb-Tpaduka. McAfee Content Security Reporter
NpefoCTaBNAET B Balle pacrnopsikeHne NHPOPMaLIKO

N NHCTPYMEHTbBI TEXHKO-KPUMNHAAUCTNYECKOW
3KCMEepTN3bI, MO3BONAKOLLME OMNPEefendTh TO, Kak Ballla
opraHv3aLng Ncrnosb3yet VIHTEPHET, a TakXXe BbIMOIHATb
HOPMaTVBHO-NPaBOBble TPeHOBaHWA, BbIABIATL
TeHAEHLMN, V3011MPOBaTh NPObAeMbl VI HaCTpanBaThb
napameTpbl GUABTPALMK B COOTBETCTBUM C BalLMMM
NONNTVIKaMW MCMONb30BaHNa VIHTepHeTa. [na CHuxeHnA
Harpy3ku Ha metoLencs cepBep McAfee ePO Moay/b
McAfee Content Security Reporter ncnonb3yeTt BHeLLH N
aBTOHOMHBIA CepBep, Ha KOTOPOM BbIMOHAOTCA
pecypcoemkme GyHKLN 0OPabOTKM 1 XpaHEeHNS AaHHbIX.
3TO AaeT Takon ypOBEHb MaCLLTabupyeMoCTV, KOTOPBIA
MO3BOJIAET YAOBNETBOPNTL MOTPEOHOCTH CaMbIX KPYMHbIX
MEXAYHAPOAHbBIX KOPNOPaLMM.
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Together is power.

McAfee Web Gateway

JInueHsnpoBaHune

ANa AOCTUXEHWS MAaKCUMAnbHOWM rMBKOCTY
Pa3BepTbIBaHVA 1 JONTOBPEMEHHOM 3QGEKTVIBHOCTY
BaLLUMX NHBECTMLMIA KoMNaHWa McAfee npeanaraert Bce
dyHkunn McAfee Web Gateway 1 McAfee Web Gateway
Cloud Service B 0aHOM KOMMIEKTE MO/ Ha3BaHWeM
McAfee Web Protection. 370 pellueHune MOXHO
pa3BepHyTb N0KaNbLHO, B 061ake UK B BUAE rMbpraa
nepBbIX ABYX BapMaHTOB. [MOPUAHbLIV BapuaHT AacT
BaM [OMNONHUTENBbHYIO MMOKOCTb 1 06eCneYnT BbICOKNIA
YPOBEHb AOCTYNHOCTN. Bblbop 3a Bamu! MNpn ntobom
BapuaHTe Bbl MONYYNTE YAOCTOEHHYHO Harpaa 3alunTy
OT BPEeAOHOCHbIX MPOrpaMm 1 KOMMAEKCHYO BEO-
dbunbTpaynto McAfee.

AnnapaTHoe obecneyeHre McAfee Web Gateway
nprobpeTaeTcs oTAe/bHO.

1. B x0oZe ncnblTaHWii, NpoBeAeHHbIX koMnaHueli AV-TEST, annapaTHoe
ycTpoiictBo McAfee Web Gateway o6Hapyxunno 94,5 % BpeJOHOCHbIX
nporpamMm «HyneBoro AHs», 99,8 % BpeflOHOCHbIX paiinos B popmaTe
nepeHocnmMoro ncnonHsemoro (PE) koga ans Windows 32 1 98,63 %
dainos B apyrux popmatax (He PE). <McAfee Web Gateway Security
Appliance Test» (TecTupoBaHue 3aLLNUTHOIO annapaTHOro ycTpoiicTea
McAfee Web Gateway), AV-TEST GmbH.
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